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Executive Summary

The External Storage Devices Service Level Standard defines and outlines the relationship between
North Central Information Technology and employees or departments on campus that wish to purchase
and use external storage devices.

This Service Level Standard should assist in more expedient customer service, better communication and
better guidance on the level of support from the above areas.

General Overview

There are times when Faculty or Staff deems an External Storage Device more appropriate for their work
than using their local computer hard drive or the network storage drives normally provided by North
Central and North Central’s Information Technology Department. In an effort to accommodate these
requests, yet maintain fiscal responsibility, guidelines, support standards and agreements have been
established.

Throughout this Service Level Standard, the term “External Storage Devices” refers to external hard
drives and external CD/DVD burners.

This document outlines the most current standards.

Roles and Responsibilities

Information Technology

Information Technology provides oversight to technology and technology purchasing at North Central.
They maintain the standards to which technological equipment is purchased for the university. There
are special circumstances when a department or office is in need of external storage space that is not on
the campus network or on the local computer. In these instances, the department or office can bring the
request to Information Technology to purchase an external storage device. Information Technology will
make the determination as to whether or not the external storage device would be the appropriate
decision for the situation. Information Technology does not necessarily guarantee the approval of
obtaining the external storage device due to reasons such as wanting to permanently store confidential
North Central information, security concerns, or any other reason that would put the university at risk
with regards to sensitive information.

External Storage Device End User

The end user shall be responsible for purchasing the external storage device from their department or
office budget. The external storage device will be assigned to that department or office by Information
Technology and will remain with that department’s or office’s responsibility until a notice is given to
Information Technology that the external storage device is to be turned over to another department or
office. It will be the responsibility of the department or office to be sure that the device is housed and
transported in a safe and secure manner that reduces the risk to the university of any data being
corrupted or stole from the device. If the device is found to be used in a way that is inconsistent with the



Service Level Agreement, the device will return to the possession of the Information Technology
department.

Service Level Standards

This section defines the procedures and steps necessary to accomplish service for external storage
devices on campus. These standards only cover equipment within approved infrastructure standards
and non-legacy systems (systems no longer compatible with North Central Infrastructure). Information
Technology determines what hardware or software is compatible with NCU network and systems.

Support Issues
Information Technology requires all systems to be compliant with this policy before support is rendered.

Personal Data on External Storage Devices
e Information Technology does not support external storage devices with both personal and
business information on the device. Information on the device must be for North Central
purposes only.

Computer drive mapping
e In some cases, when plugging the external storage device into a computer, the device will not
show up in the available drives list. Information Technology will provide assistance in mapping
the drive correctly. However, Information Technology does not configure drive mapping for
student use.

Viruses
e \Viruses can be contracted from various sources when the external storage device is plugged into
a computer. If the end-user is alerted to a virus, they must contact Information Technology who
can assist with removal of the virus. This may require the computer and/or the external storage
device to be wiped clean of its contents, which may result in a loss of data. Information
Technology will assist with removing the virus from the computer. Information Technology is
not responsible for the restoration of data on external devices.

Using the device across platforms
e Some external storage devices are required to be formatted to the type of operating system

that the device is first plugged into. This means that if the device is formatted to work with a
Windows operating system, it may not be able to be read on a Macintosh operating system and
vice versa. In case the external storage device needs to be used across multiple operating
systems, it will be the responsibility of the end user to find a solution to make it work. There
may be risks involved with regards to losing, corrupting, or changing the data structure of the
external storage device. Information Technology will not troubleshoot or support a dual
platform configuration.



Data Recovery
e Data that has been erased from the external storage device will not be able to be recovered.
Information Technology does not keep backups of these devices and has no way to restore the
data.

Software Specific to External Device

e The end-user must provide a copy of any software disks that come with the device and any
licensing documents. Receiving a copy of the software and license protects North Central’s
investment in cases of employee attrition.

e Some external storage devices come with software that can be installed on the end users
computer to allow them to manage the storage device or set up back up schedules. Since there
are so many different configurations to this software, if a problem arises, the company from
which the software developed should be contacted.

Recommendations
e Any data that is critical to the department or university that should be backed up on a regular
basis should be stored on one of the network drives provided by the Information Technology
department.
e Information Technology strongly recommends that data stored on the external storage device is
screened for sensitive information relating to University records. External storage devices
should be password protected or encrypted to protect sensitive data.



Current External Device User Agreement
External Storage Device User Agreement Policy

Policy Date: April 14,2009
Policy Version: 1.0.0

This agreement is to be signed by all employees of NCU prior to purchasing an NCU supplied external storage
device. It represents the NCU policy concerning the purchase and support of external storage devices. Copies of
any software and license must be submitted to Information Technology.

All external storage devices will be purchased with funds from the department requesting with approval from the
Director or Department Head. The Information Technology Department will assist in finding the appropriate
hardware and process the order with the vendor. All computers, software, and related equipment purchased with
NCU or departmental funds remain the property of NCU.

The Information Technology Department will be responsible for upholding a Minimal Service Standard or services
at a minimal standard requiring end user self support or non-NCU support such as a user group or an outside
vendor. External storage device users will cultivate a “culture of self-reliance.” When end users cannot solve a
support issue, the user with the issue will be responsible to contact the company that manufactures the external
storage devices.

Users who put non-NCU software on an NCU computer will be solely responsible for any related support issues.

I understand and agree to the Service Level Standards and the External Storage Device policy stated above.

Signed: Date:




