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Executive Summary

The Cellular Phone, Smartphone, and PDA Service Level Standard defines and outlines the relationship
between North Central Information Technology and employees who choose to use their personal
Cellular Phone, Smartphone, and PDA with North Central University’s technological communication
systems. Throughout this Service Level Standard, the term “personal handheld device” will be used to
define any of the following mobile technologies: Cellular Phone, Smartphone, and/or PDA’s. Specific
examples of personal handheld devices include Palm PDA’s, iPhones, Blackberry’s, Windows Mobile
Phones, and Google Phones. Although there are many more in existence, the prior mentioned example
provide a good framework for the devices included in the personal handheld device service level
standard.

This Service Level Standard should assist in more expedient customer service, better communication and
better guidance on the level of support from the above areas.

General Overview

There are times when Faculty or Staff would like to use their personal handheld device for high
availability, faster interaction, and to improve efficiency of their job. It is important to note that North
Central University does not provide personal handheld devices to their employees and does not offer
any form of compensation to the employees if they choose to use their own personal handheld device
for business related matters. North Central University only provides cellular phones to the departments
of Information Technology, Plant, and Housekeeping departments, which are managed centrally by the
Plant Department.

In an effort to accommodate personal handheld device requests, yet maintain fiscal responsibility,
guidelines, support standards and agreements have been established.

This document outlines the most current standards.

Roles and Responsibilities

Information Technology

Information Technology’s role and responsibility to North Central University is to purchase, maintain,
and assist in technology matters and requests with the duty to uphold the highest standard with the
technology that is associated with North Central University, which includes up-to-date equipment,
standards, and assist in limited personal electronic vulnerabilities. There are different circumstances
when an employee chooses to use their personal handheld device for business related purposes. In
these instances, the employee can bring their request to Information Technology for assistance with
their personal handheld device. Information Technology will assist the end user with any issues as
outlined in the Service Level Standard Support Issues section of this document. Information Technology
will make an effort to provide current available documents and resources that may or may not include
the information needed for the specific make of device, operating system, or wireless carrier.
Information Technology does not necessarily guarantee the conclusion or resolution of the request as
the specific provider or manufacturer of the personal handheld device may need to resolve. The
Information Technology Department may choose to suspend or eliminate the privilege of employees



handheld device use with North Central University related business, at any time, if a security breach is
found, standards or laws change, or a determination by any direct supervisors that personal handheld
devices are more disruptive, rather than productive to the job responsibilities of the end user.

Personal Handheld Device End User

The end user shall be responsible for purchasing, configuring, wireless provider relations, and
manufacturer relations, except for above mentioned departments that have cellular phones centrally
managed by the Plant Department. It will be the responsibility of the end user to ensure their personal
handheld device is protected in a manner that reduces the risk of the University from any business
related data being corrupted or stolen from the device. If a security breach is found the end user may be
restricted in the use of personal handheld devices in conjunction with North Central owned services and
systems.

Service Level Standards

This section defines the procedures and steps necessary to accomplish service for personal handheld
devices. These standards only cover equipment within approved infrastructure standards and non-
legacy systems (systems no longer compatible with North Central Infrastructure). Information
Technology determines what hardware or software is compatible with NCU network and systems.
Information Technology requires all employees that choose to use personal handheld devices for
business related matters to be compliant with this policy before support is rendered.

Support Issues

Business Data
e Any business data such as Word documents, Excel spreadsheets, etc. that have been transferred
from the end users computer to the end users personal handheld device, or vice versa, could
result in the data becoming corrupted, formatting may change, or data may be lost. The end
user will be responsible to adjust the data as needed on their personal handheld device. If
needed, Information Technology will attempt to recover a backup of the original data, if that
data was originally housed on a North Central network drive.

Data Recovery
o Information Technology will not attempt to recover any lost data on the end user’s personal
handheld device. The personal handheld device manufacturer or wireless provider should be
contacted in this case.

Email Setup and Maintenance
e Personal
0 Information Technology will not assist with setting up any personal email accounts on
the end users Personal Handheld Device.
e Business
0 Information Technology will provide, upon request, a configuration information sheet
for setup with the North Central E-mail system. The configuration information sheet
may or may not be available for the specific phone or wireless provider.

Loss of Physical Device
e If an employee’s physical looses their personal handheld device, they must report the loss to
Information Technology within 24 hours of the noticed disappearance. This is so Information



Technology can monitor the employee’s business accounts for possible fraud, identity theft, and
protection of North Central student’s personal information. Information Technology will not be
required to assist in the search of the personal handheld device.

Physical Repair
e Information Technology will not repair or make any modifications to any personal handheld
device. This includes, but is not limited to: battery replacement, SIM card replacement or SIM
card copying, number pads, etc.

Relations with wireless providers
e Information Technology will not mediate repair, service, or any other issues with the end users
wireless provider or personal handheld device manufacturer. This shall be the sole responsibility
of the end user.

Resetting, Reloading, or Installing Personal Handheld Device Software and/or Personal Settings

e Information Technology will not assist with installing, configuring, reloading, or assisting with
personal handheld device software and/or personal settings. This is due to the large number of
different phones and setup possibilities, if altered, could affect wireless carrier service, wireless
carrier insurance, and/or manufacturer warranty. Personal handheld device software includes,
but is not limited to: operating system, third party applications, purchased applications, etc.
Personal settings include, but are not limited to: personal email accounts, themes, wallpaper,
etc.

Wireless Internet Connection
e Oncampus
0 Information Technology will provide, upon request, a configuration information sheet
for setup with the North Central E-mail system. The configuration information sheet
may or may not be available for the specific phone or wireless provider.
e  Off campus
0 Information Technology will not assist with setting up wireless internet from locations
that are located off campus.

Recommendations

e Information Technology strongly recommends end users whom have personal handheld devices
use the password-locking feature found on most personal handheld devices. This feature will
provide an extra layer of security of the information that may be on the personal handheld
device in the instance that there may be a loss of the device or a possible security risk.

e Information Technology strongly recommends that the end user back up personal handheld
device data such as the address book, Internet bookmarks, music, etc. on a routine basis. This
will be helpful in the event that the handheld device malfunctions or is misplaced.

e Information Technology also strongly encourages using encryption on the Personal Handheld
Device, if the device has the capabilities.






